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Definition: trusted electronics

Hardware must

1. meet high levels of quality 2. comply to a known and 3. be sufficiently hardened

and reliability complete specification against attacks
Reliable operation in the field over its full Functionality cannot be altered from the Mechanisms to ensure security and avoid
lifetime. specification. vulnerabilities.
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Electronics value chain
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Vulnerabilities along the value chain: Weaknesses
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Vulnerabilities along the value chain: Backdoors
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Vulnerabilities along the value chain: Gray market ICs
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Gray market ICs
(unintentional)

\

7 29/03/2023 Matthias Hiller - SEMICON EUROPA - Munich Public information % Fraun hofer

AISEC



Vulnerabilities along the value chain

Introduction Weaknesses
(unintentional)
Logistics PCB
Concept + ) PCB and Chip 9
e Chip ) and assembly, Deploy- ) )
specifi- ) electronics manu- ) Operation End of life
) design ) ) supply integra- ment
cation design facturing i )
chain tion
d —
— =
—
Introduction Exploitation Distribution
Backdoors Gray market ICs
(intentional) (unintentional)

\

| —
8 29/03/2023 Matthias Hiller - SEMICON EUROPA - Munich Public information ~ Fraun hofer
AISEC






Tool-based analysis of cryptographic SW implementations

|
Memory and cache side-channels Fault emulation
« Memory access patterns » Emulation on micro architecture level
» Cache accesses « High flexibility on error patterns
- . ‘ seiup @ iriit ® stlart ) : @ Ifau\t 1 | ® | ® Fault 2 @ er|1d|imit @ finished
Difference detection Leakage detection | clatf?fli(gz%gon Tpreparing| pre-start | running " step | "running " step | running to logger
H [—] Single stepping

?R hm [—] Fault active [——

Varying Address traces Address . ) eneric tes Leakage F Logging

Lnput rechfccneng ‘;l}gieg differences iiﬁf ¢ 090 i‘;?)‘;lylmg G fest fepof% { 3 Firmware execution } }

[ Experiment / Worker task active ]
Weiser, et al. "DATA-Differential Address Trace Analysis: Finding Hauschild, et al. "ARCHIE: A QEMU-Based framework for
Address-based Side-Channels in Binaries.,,, USENIX Security, 2018. architecture-independent evaluation of faults." FDTC, 2021.
—
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Practical security analysis
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Case study:

« Laser fault injection .
) « Suppression of flash erases

BSI, "A Study on Hardware Attacks against Microcontrollers.”, 2023.
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Tamper protection for secure operation and supply chain security

Protect the supply chain and the data on the device PUF-based tamper protection foil

Physical unclonable functions and hardware
fingerprinting

Analog values Digital fi

i
easurement quantization
i 7 . W
discretize error correction
[—

, Capacitance in F
s . .
I»‘ Capacitances with Logical 0 Logical 1

manufacturing
I variation

Possible features across the entire manufacturing chain

Distribution of the variation
and exemplary bit assignment

* Chip-level
» Package-level

» System-level

© Fraunhofer EMFT / Bernd Mdller.

Immler, et al. "B-TREPID: Batteryless tamper-resistant envelope
with a PUF and integrity detection.” HOST, 2018.

\

Slide 12 29/03/2023 Matthias Hiller - SEMICON EUROPA - Munich Public information % Fraun hofer

AISEC



Conclusion and outlook

Complex problem to protect
» devices against a wide range of threats

* |oose international supply chains

Technological

* solutions, tools and methods towards more trusted
electronics

Major progress can only be achieved by joint effort
of industry, research community, government, and
corresponding research funding
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