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• CTO and co-founder, Beam Connectivity
• 20 years building connected software systems; digital 

identity, cyber security, automotive
• Beam Connectivity sole focus: high performance and 

high security connected vehicle systems
• Backed by WAE Technologies
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Cyber security headwinds
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Today: 100+ legacy compute nodes
- One ECU per function, e.g. windows, 

locks, heated seats
- Connected via simple networking: 

CAN, LIN, FlexRay

Tomorrow: High performance compute nodes
- More powerful, shared processors
- Variety of cyber critical & performance 

sensitive workloads 
- Software applications need strong 

isolation

Vehicle architecture evolution



Beam Connectivity Limited, 2020-2023, CONFIDENTIAL

Secure hardware foundations: CHERI
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History of Memory Safety

In Q1 over 400 memory safety vulnerabilities reported to the 
National Vulnerability Database

CVE-2022-42431 – Tesla Model 3
• Flaw exists within the bcmdhd Broadcom Bluetooth driver 
• Lack of validation of the length of user-supplied data.
• CWE-120: Buffer Overflow: Copy without Checking Input Size

1972

1996

2022

October 1972: USAF study first documented a memory safety 
vulnerability

Memory safety as a hacking tool: Aleph One publishes the 
seminal article ‘Smashing the Stack for Fun and Profit’

60-70%

http://phrack.org/issues/49/14.html#article
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Capability Hardware Enhanced RISC Instructions

CHERI processors extend instruction set with two new 
features:

https://www.cl.cam.ac.uk/research/security/ctsrd/cheri 
https://www.ncsc.gov.uk/blog-post/so-long-thanks-for-all-the-bits 

https://alexgaynor.net/2020/may/27/science-on-memory-unsafety-and-security/ 

Compartmentalization
Enable fine-grained 
decomposition of code, to 
limit the effects of security 
vulnerabilities. 

Memory-safe pointers
Allow memory-unsafe 
languages such as C to 
provide strong, compatible, 
and efficient protection.

2012-2023: DARPA, University of Cambridge, SRI, Arm, Microsoft, Google, et al

https://www.cl.cam.ac.uk/research/security/ctsrd/cheri
https://www.ncsc.gov.uk/blog-post/so-long-thanks-for-all-the-bits
https://alexgaynor.net/2020/may/27/science-on-memory-unsafety-and-security/
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CHERI: Recommended in EU, US, UK & others

https://www.cisa.gov/resources-tools/resources/secure-by-design-and-default 

https://www.cisa.gov/resources-tools/resources/secure-by-design-and-default
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Memory safety – In the field

Vehicle OEMs

Software applications

Closed/OSS dependencies

Firmware Drivers

National
Vulnerability

Database

17% - Possible 
protection

72% - Full 
protection

11% - No 
protectionCHERI mitigation

Memory vulnerabilities (CVEs), by categorisation
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Project AutoCHERI
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“Performance penalty” of security

Spectre/Meltdown: Removing speculative execution feature 
from CPUs resulted in 5%-30% performance hit, overnight.

Secure Boot: Verifying each software layer increases total boot 
time by 4% [IEEE magazine]

BitLocker: “Typically, there's a small IO performance overhead, 
often in single-digit percentages” [Microsoft]

SSL/TLS: Overhead of encryption for web traffic. 2005: 70% 
overhead; Today: <1% [Intel]
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AutoCHERI🍒
https://autocheri . tech

“Understand performance/security 
trade-off of CHERI* for cyber and 

safety critical automotive 
applications”

*Capability Hardware Enhanced 
RISC Instructions
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AutoCHERI🍒
https://autocheri .tech

Opportunities:

• Offer global perspective

• Partners for a next phase of work

• Automotive Security by Design Summit

 01 February 2024, Birmingham, UK
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Business case for CHERI in Automotive

🔐 More secure software, without a performance impact

🗑️ Doesn’t require ground-up rewrite of code

🐞 Fewer in-field patches, recalls or SW updates

📈 Increased productivity of software teams

⚖️ Aligned to regulations: UN ECE 155 (cyber)



Beam Connectivity Limited, 2020-2023, CONFIDENTIAL

www.beamconnectivity.com
autocheri.tech

Pioneers in better connected vehicles

Rob Potter
Chief Technology Officer

rob@beamconnectivity.com
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