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The world is changing - we need to change with it
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Our Business Ecosystem is increasingly at risk
Multiple mega-trends affecting society are going in the wrong direction
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ST1. The number of new vulnerabilities and zero-days per day continues to steeply increase

ST2. Cybercrime, i.e. ransomware, will increase 2x by 2031.  Now the 3rd world economy, growing 15% YoY.

ST3. Geopolitical pressure will continue to intensify, leading to more attempts in IP theft.  

But the supply chain focuses on the Ransomware Risk. The threat of war (cyber/kinetic) is increasing.

ST4. Digitalization of our society / economy continues. GenAI, PQC are disruptive technologies.

ST5. Yearly new workforce FTE joining the cyber war (in NL) is in the 100s, when 1000s are needed.`

ST6. More Legislations and Regulations, in more and more countries. Not always in line with each other.



Public

The trends are moving in the wrong direction for our security

• Ransomware. The costs of cyber crime are high

• IP theft

• Upcoming laws and legislations such as NIS2 and CRA

• Digitalization and cloud; PQC is heading our direction

• Increase in Cyber Incidents

• Steeply increase in the number of new vulnerabilities 

• Yearly new workforce joining the cyber war (in NL) is in 

the 100s, when 1000s are needed.

• Who is responsible for security; what is the legal 

framework

• Who should do what in the field of Cyber Security? 

• How much are we willing to pay to become ‘secure’?

• How much risk are we willing to take?

• What is the role of the government and business?

• Big helps small; but how often? 

"If you do what you always did, you’re going to get what you always got”
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if we don't change 

anything, we will have a 

big problem
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Towards a knowledge-intensive 
government: Use and dissipate 
the existing cyber knowledge 
and insights in the business 
community

• Cyber Weather Report / Alert regarding 
vulnerabillities 

• Cyber Threat Intel on threats

• Central library with Best Practices and 
action perspective, how do you get ‘in 
control’

We need less fragmentation, set stronger 
direction/agenda, coordination and 
execution power by the government on 
this – not new regulation though..!
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We need to organize and boost 

knowledge sharing through 

Public Private Partnerships

• Overcome the incentive of internal 
focus

• Big helps Small

• Strengthen sectoral/regional cyber 
resilience initiatives

• Practice with each other: know where 
to find each other in advance; 
improve crisis management together
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Cyber is a knowledge and 
intelligence war between 
experts

Provide budget for a future 
shaped by Cyber Experts

• More educational programs should be 
able to start

• Together with Universities / HBO / MBO

• Facilitate Internships for students and 
job rotation with government 

• Not just Master students, also provide 
practical training

• Business and government should jointly 
offer an attractive career path to young 
people choosing their future.
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The Wisdom of the Crowd is the 

foundation of our Collective Defense. 

With the Government as an independent authority 

towards the expertise that is present in the business 

community the insights can be put to greater use 

towards the ecosystem as there is no attribution. 
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Metcalfe’s Law
'The value of a network increases exponentially compared to the number of new 

nodes in the network’ 

We need to connect instead of working in siloes.

Building, uniting and making knowledge networks efficient has major advantages; As well as 

taking criminal networks offline

(cyber criminals have been doing this 

since the start of the internet)
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Collective Defense in the 17th century

Public Private Partnership:  

Industry + Academia + Government
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Semiconductor Supply Chain

12

Semiconductors

$625B

Electronics Systems 

$1.9T

Total Equipment $115B 

Assembly & Test Services $40B

Design 

Automation $16B

Materials $68B

 & Sub-Components $18B

~$2.8T electronics supply chain and 

it is expected to grow to $4.5T+ by 2030

2022 Market Data Estimates Sources: SEMI, IC Insights and TechInsights
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SMCC Governance Structure

Governing Council Steering Committee

WG1

Factory 
Cybersecurity 

Implementation

WG2

Compliance 
Readiness

WG3

Supply Chain 
Cybersecurity 

WG4

Standards & 
Regulations

WG5

Threat 
Sharing

WG6

Pre-Standards 
Engineering

WG7

Outreach, 
Comms & 

Events

Operationalize 

cybersecurity specs 

for factory tools & ID 

roadblocks

Starting with SEMI 

E187

Implementation of 

methods to ensure 

tools are compliant 

with SEMI standards

Develop strategy for 

pending legislation & 

global standards eg. 

NIST CSF 2.0, EU 

CRA, ONCD NCS, 

ISA/IEC 62443 

Establish methods for 

ecosystem (supply 

chain) security 

implementation & 

management

Implement methods 

for cyber threat 

intelligence sharing

Architect 

comprehensive 

strategy for new & 

updated SEMI 

standards

Execute cybersecurity 

education and 

awareness campaign 

for semiconductor 

manufacturing & 

supply chain
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SMCC Member Companies- 60 and growing

14

Device 

Makers

9

OEMs

20

Solution

Providers

21

Govt & 

NGOs

9

As of 5/8/24
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Learn from each other, don’t compete on Cybersecurity

We’re in this cyber arms race together
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Don’t reinvent the wheel

Don’t work in siloes

Benefit and Learn from each other!
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We are all connected

Join the Semiconductor Manufacturing 
Cybersecurity Consortium!
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