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History:  2015/16 IoT security status 
‘egregious’

IoT vulnerabilities and exploits 
dominate the news headlines

‘we cannot carry on like this’
‘you will get hacked’
Something needs to be done 
to protect users

Manufacturers must do better



Introducing the Internet of 
Things Security Foundation

Beyond the horror stories: the IoT Security 
Foundation was launched on

Sept 23rd 2015 in response to wide-ranging 
security concerns from IoT stakeholder groups

Make it Safe to Connect
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Our 
Founding 
Values

Epiphanies of the Obvious:
• Security the same as Safety?
→ Constantly moves
→ Certification limited / Continuous Assurance
• Enemies of security - the 3 C’s
• Cost, Complexity, (In)Convenience
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How does the IoTSF help?

• Focal point for best and next practices since 2015
• Range of Best Practice Guides & Whitepapers covering

• Secure Design
• Vulnerability Disclosure
• Software Bill of Materials
• Supply Chain Security
• Smart Built Environment
• Next Gen Router and Network Security

• ManySecured.net

• Engineering Trustworthy AI
• TechWorksAI.net

• Class leading Security Assurance Framework
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Global Cyber Requirements
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Reference: cetome, Panorama of IoT Cyber Security Regulations Across the World. 
https://cetome.com/panorama

Oct 10, 2024

https://cetome.com/panorama


Fit for the Future Assurance

• In the Future, how do we evolve? 
• Collaboratively Maintain, Update and Map 

Requirements

For Framework Users MARKET READY

• Lifecycle Tool: From developer audit to 
conformance teams
• Simple, low cost, do once
• Process guidance and better tooling
• Application adaptable
• Market Ready: Downstream interoperable with 

certification schemes and global legislation 
requirements

ANNOUNCEMENT: We have to ‘Go Digital’

• Fit for purpose NOW, fit for the FUTURE.

• Pre-standards, pre-compliance
• The world changes constantly
• Foundations need to be firm

Print version: 15k+ downloads



Let’s start with a question

Q - Do Cyber Regulations present a significant change in design 
requirements and methods for product creators? 
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Let’s start with a question

• Cyber Regulations present challenges in product design and methods
• Improved planning, addressing cyber impacts over the entire product lifecycle

• Long term support 

• Continuous integration with compliance testing

• Rigorous documentation and reporting

• Account for penalties and liabilities in event of compliance failures

• Requires phase shift in how we approach product development and 
management
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Essential Requirements and Processes

12/11/2024 IoTSF @ Semicon Europe, 12th November 2024 – Munich, DE

Securely store
credentials, 
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and security-
sensitive data

Release w/ NO 
known 

vulnerabilities

Secure by 
Design, Secure 

by Default

Security 
Updates 
beyond 

lifetime of 
product

Access Control 
and Reporting

Protect 
Integrity of 

data, 
commands, 

programs and 
configurations

Process only 
necessary data

Protect against 
attacks

Mitigate 
proliferation of 

issues across 
networks

Limit attack 
surfaces

Limit damage 
in event of an 

attack 

Maintain 
Security Logs

Secure, Easy  
removal or 

transfer of user 
data and  
settings

Create and 
maintain a 

SBoM

Regular 
Security 

Testing & 
Review

Maintain  
integrity of 
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basic functions
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Compliance
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Management 

Process
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and Risk 
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Circulation 
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Business/Design Impact
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Business

• Cyber Security Culture

• Mindset

• Leadership

• Full lifecycle Audit Trail

• actions

• changes

• issues

• Security Updates

• Guaranteed period 

• Free of Charge

Design

• Methodologies

• Secure-by-Design

• Meet product security 
legislation  requirements

• Full lifecycle

• Threat Modelling  and 
Risk Assessment

• SBoM Generation

• Vulnerability process

• Security patch 
deployment

Market

• Release to market

• NO known 
vulnerabilities

• Auditable 
documentation

• Monitor  compliance 
throughout lifecycle

• Vulnerability reporting

• Visibility of  security 
updates 
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The Assurance Framework Document

Comprehensive list of ~300  requirements for 15 facets 
of Product Security

How to use this document

•Introduction to threat-based Security Risk 
Assessments

•Example Projects

Over 50 cross references to international  publications.

•List of Resources for security practitioners

Widely Cited in other documents

Supply Chain 
Security 

requirements

Mapping tab 
for ETSI EN-

303-645

Mapping tab 
for NIST 
8259a

Linked to 
ENISA "good 

practices" 
Framework

CONSISTANT 
Numbering in 

all versions



How does the Assurance Framework help?
Mapping to Standards

• Cyber regulations are global – need a global best practice view

• Mapping of the Assurance Framework to range of international standards

• Allows developers to follow a single framework and meet range of geo requirements
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IoTSF Security Assurance Framework
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Assurance Framework
Evolution - Background

• Security never stops

• Security needs to manage Out of Spec operation

• Updates, Vulnerabilities, Attacks, product changes all occur post ‘Certification’

• Cyber Regulations and Standards require compliance is maintained post certification 

• Need to manage changes over the lifecycle to maintain ‘Continuous Assurance’ status

• Provide proof/evidence of continuous compliance

• Vulnerability Management, Regular Testing, SBoM, Documentation

• Net result - more complex product lifecycle
• Secure by Design is more complex than current non-secure product development
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The Security Assurance Framework Website
Evolution

A fully referenceable Web version of the  IoTSF Security Assurance Framework

https://af.iotsf.org 

12/11/2024 IoTSF @ Semicon Europe, 12th November 2024 – Munich, DE

https://af.iotsf.org/


Quick Tour
The Assurance Framework Website

• Security Assurance Framework
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Quick Tour
The Assurance Framework Website

• Requirements
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Quick Tour
The Assurance Framework Website

• Requirements
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Quick Tour
The Assurance Framework Website

• Results
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Quick Tour
The Assurance Framework Website

• Output File
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Assurance Framework
Continuous Evolution 

• Focal point for best and next practices

• New medium gives broad scope for new features, extensions, interfaces

Security 
Assurance 

Toolset/Portal

+
Geo- Regs. & 

Standards
Mappings

Member 
Services

Incident 
Reporting 
Templates

Pdf
Version

Assurance 
Certificate

Incident 
Playbook

Assurance 
Logs

Assured 
Products

Portal

Assurance 
Report

Product/ 
Project 

Management
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Status

• First phase (DONE!)
• Physical to Digital Medium conversion

• Increases options and flexibility

• Minimal changes to Assurance Framework v3.0 document

• Phase 2+Updates 
• Assurance Framework-WG now refining/updating the content

• Historic/scheduled amendments 

• Clarification of Requirements

• New material
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Assurance Framework
Call to Action

• Participate
• Use the Assurance Framework for your product designs
• You can help: Further Contributions to the Working Group 

invited
• Expertise from members and stakeholders –absolutely- 

needed

• Invite stakeholder input so we can deliver tools that 
work for users
• SME’s thro’ Global Mega Corp 
• Make sure we get the right features
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Thank You
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