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EMICONDUCTOR-X

SEMICONDUCTOR-X

“Semiconductor-X"
develops new digital twin
technologies to digitally
represent the critical
planning segment of the
semiconductor supply and
value chain, adapting the
Gaia-X/Catena-X

g architecture.

Supported by:

* Federal Ministry
R for Economic Affairs
and Energy

Funded by : on the basis of a decision
the European Union by the German Bundestag

NextGenerationEU

Harald Gossner & Stefan Benedikt, Intel
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Objectives of the overall Project and Priorities

Globally interoperable data exchange via federated dataspace connected
to supplier and customer domains ( chemical industry, automotive
industry,..)

,Building a sovereign

Open source software solutions for digital twins (process & transaction)
d ata ECOSySte m for for data exchange of semiconductor supply chain use cases

the international

semiconcuSiey Sovereign and secure exchange of information between trusted partners
industry to create a in the industry

resilient value chain“

Implementation of the use cases as demonstrators and PoCs




Funded Partners
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Semiconductor-X Project Team nINDUSTRIEA4.0

SEMICONDUCTOR-X

Partners across Industrial Supply Chain and RnD Organizations

Associated Partners
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Digital Twin and Interoperability %% (FOx
Open-source software for DT and EDC “ -
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Dataspace 4.0 EDC

Data Connector

" IT & OT (Fab Floor)
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Key initiative for E2E security of all MX projects (started Oct 2025)

E2E Communication Architecture

End2End Security Definition. Do we need different EDCs and Dataspace layers ? Does the

POINTS OF ATTACK 1 o SASIC Ditaspace Loy

CX-0018 Dataspace Connectivity v.3.1.0

EDC n TRUST Dataspace Layer
(/00e8 | prowy

Ml

LA
|C'=.ﬂ Participant A [‘:':':I Participant B

m TARGET DEFINE LANDSCAPES & ROADMAP

AAS [Enabiemant
Bervicen
m DEFINE ASSESS GUIDELINES REALIZATION

_DEFINE THREAT MODEL SECURITY OPS MAP PROTOCOLS

). Datn Traraler
COMPLIANCE
Data Provisloning Data Provisioning "

'ASSESSMENTS SECURITY BLOCKS

BEST PRACTICE IMPLEMENTATIONS
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Manufacturing-X/Semiconductor-X Security Topic Group
‘White Paper on E2E Security Architecture of Industrial Dataspaces’, May 2025
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SEMICONDUCTOR-X

Network of Trust Services
Trust Service Providers in Japan

o g 2 Data space
: ©IDAS 20 : o operation
* o X companyin
Japan

Trust Service

Providersin EU \
Cofinity-< /\ Trust Service Providers in USA

Data space Company C
operation N Data space
company Site 1 Site 2 operation
/\ \ company in
Unit (port, USA
Company A Company B equipment)

Trust Service Providers in other regions
6



Our Focus and Use Cases

Demonstrate Usage in Industry-relevant Applications

Cluster 1

Resilient value chains for
Chiplets production through
heterogeneous integration

Cluster 2
Digital Integration for
Optimized Factory Operations
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Cluster 3

Sustainable Semiconductor
Production for a reduced
environmental footprint
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Use Case: Supply Chain of Chiplet Systems 1INDUSTRIE4.0
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SEMICONDUCTOR-X

Chiplet 2
Supplier
Raw - Equipment .
( .) = 4 P IC Supplier
Materials Supplier
(Product owner)
Catena-X
Supplier C  Supplier D  Supplier E Supplier F ﬁE -
Wafer | Svstem
processing / il (e e Wafer P(_)St' > Assembly/ Tape/Storage Assyembly /
Supplier A Sort Processing Packaging /Shipping OEM
Chip Design
Chiplet 1 Supplier

Traceability

Advanced Customer Demand and Constraint Management

1. Root Cause Analysis

Traceability for Customer Complaints
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Use Case: Traceability in Semiconductor Supply Chain .«INDUSTRIE4.0
T

Addressing changes of types and exploding number of entities —
a challenge for hierarchical digital twins

SEMICONDUCTOR-X

10.000s of Lots

Millions of wafer

, Billions of dies
Entity: lot

Billions of packaged ICs

Entity: wafer
Entity: die

Entity: packaged IC 9



Use Case: Regulatory Data Reporting Lad )}

MANUFACTURING-X

Efficient data collection across global supply chain partners needs flexibility
for adjustments

Criteria for Success:
Automated
= = Cost efficient
Dlg'tal PrOdUCt PaSS Standardized/Certified

Globally accepted
Secure

Criteria for Success:

Export Controls Flexible

Automated

Ta riffS Cost efficient

Secure
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SEMICONDUCTOR-X
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Industry Collaboration & Standardization =~ %

/psemr

Japan Korea j [ % j E

Taiwan SEMICONDUCTOR-X
US Chips Act funded program (USD 285 M)
on Digital Twin for semiconductor supply chain
zv ei (started Jan2025)
electrifying

ideas

f/
IDOTA 7 YOMA
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Enabling digital collaboratic
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Thank you
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Manufacturing-X Drives Digitalization Across ""NDUST!“E“ 0
the Manufacturing Industries %E@

Semiconductor-X is a specialized Initiative for the Semiconductor Industry

Transfer and

scalability Transfer-X <=

Industry-specific
implementation of

use cases Construc  Railway- Wind energy- IMX

tion-X* xX* -X* data-X

Technical Foundation

*Project in preparation Regulatory Framework and Standards

1 3 All icons by icons8

Further development
of core services,
FOSS components,
standards and
regulations
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